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• Dinur/Shamir (FSE 2011), improved (Asiacrypt 2011) 
• Complexity d*2d+e-10 (d = 50, e = 39) 
• Implication: 2128  285 

 

 Uses CubeTesters 
• Aumasson/Dinur/Meier/Shamir (FSE 2009) 
• Related to higher order differential attacks 
• Distinguishes (special) polynomials from random functions 

 

 Multiple Steps 
• Guess and generate scores 
• Determine most likely values of secret expression 
• Recover the key 
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Details: Dinur et al. (Asiacrypt 2011) 
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• Data complexity? 
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 Flexibility 

• Adaptable to modified cube attacks 
• Adaptable to modified parameter sets 
 

 Operability 
• Fully working post-place and route design 
• Fully working on RIVYERA FPGA Cluster 
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 Focus on time consuming steps 
1. Chose random key 
2. Generate boolean functions (polynomials to evaluate) 
3. Compute 250 times the first output bit (Grain-128 Initialization) 
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 Multiplex Signals to Register Input 
• Unfilled: initial IV (unchanged) 
• Red: cube indices 
• Blue: dynamic variables 

 

 Updating the IV: 
• HW adder to increment on cube indices 

• 96-bit adder 
• Addition constant depends on positions 

• Evaluate polynomials somehow (?) 
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•  only needed monomials are computed 
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Thank you for your attention! 
Any Questions? 
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