


2 SHARCS 2012  |  Washington D.C.  |  18.03.2012 

�ƒ Introduction 
 

�ƒ Implementation 
 

�ƒ Problems and Solutions 
 

�ƒ Results and Conclusion 

Outline 



3 SHARCS 2012  |  Washington D.C.  |  18.03.2012 

Experimentally Verifying Complex Algebraic 
Attack Grain-128 Cipher Dedicated 
�5�H�F�R�Q�¿�J�X�U�D�E�O�H���+�D�U�G�Z�D�U�H 

a 
on the Using 

Introduction 
Experimentally Explaining The Title 



4 SHARCS 2012  |  Washington D.C.  |  18.03.2012 

Grain-128 Cipher 
Experimentally Verifying Complex Algebraic 
Attack Dedicated 
�5�H�F�R�Q�¿�J�X�U�D�E�O�H���+�D�U�G�Z�D�U�H 

a 
on the Using 

Introduction 
Experimentally Explaining The Title 



5 SHARCS 2012  |  Washington D.C.  |  18.03.2012 

Complex Algebraic 
Attack 
Experimentally Verifying 

Grain-128 Cipher Dedicated 
�5�H�F�R�Q�¿�J�X�U�D�E�O�H���+�D�U�G�Z�D�U�H 

a 
on the Using 

Introduction 
Experimentally Explaining The Title 



6 SHARCS 2012  |  Washington D.C.  |  18.03.2012 

Experimentally Verifying Complex Algebraic 
Attack Grain-128 Cipher Dedicated 
�5�H�F�R�Q�¿�J�X�U�D�E�O�H���+�D�U�G�Z�D�U�H 

a 
on the Using 

Introduction 
Experimentally Explaining The Title 



7 SHARCS 2012  |  Washington D.C.  |  18.03.2012 

Dedicated 
�5�H�F�R�Q�¿�J�X�U�D�E�O�H���+�D�U�G�Z�D�U�H 

Experimentally Verifying Complex Algebraic 
Attack Grain-128 Cipher 

a 
on the Using 

Introduction 
Experimentally Explaining The Title 



8 SHARCS 2012  |  Washington D.C.  |  18.03.2012 

 
 
 
 
 
 
 

 
�ƒ 128-bit key, 96-bit IV 
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�ƒ Algebraic Attack 
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• Complexity d*2d+e-10 (d = 50, e = 39) 
• Implication: 2128 �Æ 285 
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�ƒ Algebraic Attack 
• Dinur/Shamir (FSE 2011), improved (Asiacrypt 2011) 
• Complexity d*2d+e-10 (d = 50, e = 39) 
• Implication: 2128 �Æ 285 

 

�ƒ Uses CubeTesters 
• Aumasson/Dinur/Meier/Shamir (FSE 2009) 
• Related to higher order differential attacks 
• Distinguishes (special) polynomials from random functions 

 

�ƒ Multiple Steps 
• Guess and generate scores 
• Determine most likely values of secret expression 
• Recover the key 
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�ƒ Motivation:  
• Attack complexity only estimated 
• Theoretical success probability realistic? 
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Details: Dinur et al. (Asiacrypt 2011) 
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�ƒ Flexibility 

• Adaptable to modified cube attacks 
• Adaptable to modified parameter sets 
 

�ƒ Operability 
• Fully working post-place and route design 
• Fully working on RIVYERA FPGA Cluster 
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�ƒ 8 Spartan-3 5000 FPGAs 
�ƒ 16 Boards 
��              
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